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Application Security

ña process an organization can perform for 

applying controls and measurements to its 

applications in order the manage the risk of 

using themò
ISO/IEC 27034-1:2011
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Опыт Luxoft

Á5+ years in Application Security domain

Á2+ years in Mobile Security

ÁMaintain Mobile Security to key mobile platforms:

- Android

- iOS

- BlackBerry

- Windows Phone

ÁConsulting and support for development and design teams

ÁPCI DSS compliance
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OWASP Mobile Top 10
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#1 (Без)опасность приложений

Å Customer data

Å Credentials

Å System details

Å Business processes

12/03/2014

Å Customer experience

Å Intellectual property

Å Reputation

Å Resources
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#1 (Без)опасность приложений
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Cryptographic Issues

Error Handling

Code Quality

Information Leakage

Credentials Management

CRLF Injections

Directory Traversal

SQL Injections

Insufficient Input Validation

Authorization Issues
Android iOS
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Skype XSS

<iframe

src =ñhttp://hackers.org/bad.jsò  

onload =ñéò />

12/03/2014

#1 (Без)опасность приложений
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#2 OC защищает данные приложения

Á ʍʨʘʥʠʣʠʱʘ ʙʝʟ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ

Á ʅʝʫʯʪʝʥʥʳʝ ʜʘʥʥʳʝ ʚ ʢʵʰʘʭ, ʣʦʛʘʭ, ʚʨʝʤʝʥʥʳʭ ʬʘʡʣʘʭ

Á ɼʘʥʥʳʝ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʚ çʧʝʩʦʯʥʠʮʝè

Á ʆʰʠʙʦʯʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʢʨʠʧʪʦʛʨʘʬʠʠ

Exploitability

EASY

Prevalence

COMMON

Detectability

EASY

Impact

SEVERE

M2: Insecure Data Storage
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Á ʅʝ ʭʨʘʥʠʪʴ ʜʘʥʥʳʝ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ J

Á ʆʧʨʝʜʝʣʠʪʴ ʞʠʟʥʝʥʥʳʡ ʮʠʢʣ ʜʘʥʥʳʭ

Á ʈʘʟʜʝʣʠʪʴ ʭʨʘʥʠʣʠʱʘ ʧʦ ʫʨʦʚʥʶ çʩʝʢʨʝʪʥʦʩʪʠè

Á ʇʨʝʜʧʦʯʠʪʘʪʴ ʛʦʪʦʚʳʝ ʨʝʰʝʥʠʷ

Á ʇʨʦʚʝʨʠʪʴ ʧʨʘʚʠʣʴʥʦʩʪʴ ʢʦʜʘ ʠ ʢʦʥʬʠʛʫʨʘʮʠʠ

Á Data kill switch

12/03/2014

#2 OC защищает данные приложения

Что делать?
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Sensitive data Protection method

Local database + SQLCipher

Shared preferences + AES + Base64

Files in sandbox directory + javax.crypto.*

Account Managers, 

KeyChains, etc.
+ n/a

External content providers - -

SD card - -

#2 OC защищает данные приложения
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#2 OC защищает данные приложения

https://play.google.com/store/apps/details?id=com.starbucks.ru
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M7: Client Side Injections

Á ʚ ʙʨʘʫʟʝʨʝ

Á ʚ ʛʠʙʨʠʜʥʳʭ ʧʨʠʣʦʞʝʥʠʷʭ(PhoneGap)

Á ʚ SQL ʟʘʧʨʦʩʘʭ

Á ʚ ʢʦʤʘʥʜʘʭ ʆʉ

12/03/2014

Exploitability

DIFFICULT

Prevalence

MEDIUM

Detectability

MEDIUM

Impact

SEVERE

#3Инъекции не страшны
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Å ɿʘʧʨʘʰʠʚʘʪʴ ʤʠʥʠʤʘʣʴʥʳʡ ʥʘʙʦʨ ʧʨʘʚ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ

Å ʆʛʨʘʥʠʯʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʩʢʨʠʧʪʦʚ ʚ WebView

Å ʈʘʩʩʪʘʚʠʪʴ ʘʪʪʨʠʙʫʪʳ ʜʣʷ cookies

Å ʅʝ ʧʝʨʝʜʘʚʘʪʴ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ

Å ʕʢʨʘʥʠʨʦʚʘʪʴ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ

12/03/2014

#3Инъекции не страшны

Что делать?
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PhoneGap.exec (é, é, "com.phonegap.contacts","search ", é);

͔̉ͭͦ͒ ͊ͭ͡Έ?

ÅURL whitelisting (PhoneGap.plist/ExternalHosts)

Åʆʪʢʣʶʯʠʪʴ ʣʠʰʥʠʝ API (PhoneGap.plist/Plugins)

Åɿʘʱʠʱʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʜʘʥʥʳʭ

12/03/2014

#3Инъекции не страшны
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<html>

é

<frame src =" tel :*2767*3855%23" />

é

</html>

12/03/2014

#3Инъекции не страшны
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M5: Poor Authorization And Authentication

Á ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʦʣʴʢʦ ʧʫʙʣʠʯʥʳʭ ʜʘʥʥʳʭ ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ

Á ʆʰʠʙʦʯʥʳʝ ʘʣʛʦʨʠʪʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ

Á ʅʝʟʘʱʠʱʝʥʥʳʝ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʠ API

12/03/2014

Exploitability

EASY

Prevalence

MEDIUM

Detectability

DIFFICULT

Impact

SEVERE

#4Контроль доступа –мы спрашиваем пароль
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Android  components

<activity android:name =ñDumpDatabaseò exported=ñtrueò />

Á Permissions for <activity>, <service>, <provider>

Á android:grantUriPermissions, android:exported

Á Intent filters

Á FLAG_ACTIVITY_BROUGHT_TO_FRONT

12/03/2014

#4Контроль доступа –мы спрашиваем пароль
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Android Browser Cross -Application Scripting (CVE-2011-2357)

Intent res = new Intent(" android.intent.action.VIEW ");

res.setComponent (new ComponentName(

" com.android.browser ",

ñcom.android.browserBrowserActivity "));

res.setData ( Uri.parse (" javascript:alert ( document.cookie )"));

startActivity (res );

12/03/2014

#4Контроль доступа –мы спрашиваем пароль
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M7: Security Decisions Via Untrusted Input

Á ʆʙʱʝʜʦʩʪʫʧʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ

Á ʀʥʲʝʢʮʠʠ

Á ʃʦʛʠʯʝʩʢʠʝ ʦʰʠʙʢʠ ʚ ʢʦʜʝ

12/03/2014

Exploitability

EASY

Prevalence

COMMON

Detectability

EASY

Impact

SEVERE

#5
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͔̉ͭͦ͒ ͊ͭ͡Έ?

Áʆʧʨʝʜʝʣʠʪʴ permissions ʜʣʷ ʧʫʙʣʠʯʥʳʭ ʬʫʥʢʮʠʡ

Áʇʨʦʚʝʨʷʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʩʦʚʤʝʩʪʥʦ ʩ ʚʳʧʦʣʥʝʥʠʝʤ ʦʧʝʨʘʮʠʠ

Áɿʘʧʨʘʰʠʚʘʪʴ ʧʦʚʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʝʨʝʜ ʢʨʠʪʠʯʝʩʢʠʤʠ 

ʦʧʝʨʘʮʠʷʤʠ

12/03/2014

#5



Your 

QR Code ɺʦʧʨʦʩʳ?

ɸʣʝʢʩʘʥʜʨʘ ʉʚʘʪʠʢʦʚʘ

asvatikova@luxoft.com


