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Application Security

Na process an organi z:
applying controls and measurements to Its
applications in order the manage the risk of

using themo
ISO/IEC 27034-1:2011




On bl Luxoft

A 5+ years in Application Security domain
A 2+ years in Mobile Security
A Maintain Mobile Security to key mobile platforms:
- Android
- 10S
- BlackBerry
- Windows Phone
A Consulting and support for development and design teams

v

A PCI DSS compliance




OWASP Mobile Top 10

OWASP Mobile Top 10 Risks

M1 — Weak Server
Side Controls

MS - Poor
Authorization and
Authentication

M3 - Insufficient
Transport Layer
Protection

M2 — Insecure
Data Storage

M6 - Broken M7 - Client Side
Cryptography Injection

M9 - Improper M10 - Lack of
Session Handling Binary Protections

M4 - Unintended
Data Leakage

M8 - Security
Decisions Via
Untrusted Inputs




#l(be3s)onacHOCTb NPUMNOXEeErH

A Customer data A Customer experience
A Credentials A Intellectual property
A System details A Reputation

A Business processes A Resources
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#l1( be3)onacHOCTb NpPpUNOXEe

Cryptographic Issues 85%

Error Handling 92%

Code Quality 94%

Information Leakage 8%

Credentials Management 5196

CRLF Injections 76%

. 29%
Directory Traversal ’

SQL Injections 37%

Insufficient Input Validation
®m Android ®iOS

0%

L 12%
Authorization Issues °

VERACODE




#l1( be3)onacHOCTb MNpPpUNOXEe

Skype XSS

il ATET 2 12:33 AM 3 76%
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#2OC3 awnmwaeT AOAaHHbLE 0OpPpWUI-

M2: Insecure Data Storage

Exploitability Prevalence Detectability Impact
EASY COMMON EASY SEVERE
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#2OC3 awnmwaeT AOAaHHbLE 0OpPpWUI-

UToOo penatb?

A1j ntOddls! HOdMg j do hmststtdj ¢ dd)|
A [ftejrjddls: ydLddsdz 2 ydSdz HOdzdz 7
A tOLHjddls! "tOddddh O s kttsed® ¢ M
AltejuftsydlsOl! clstsor j tjh jdedW

A lese jtedls! ftOodd detsfls! SBHO d §tsc
A

Data kill switch
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#2OC3 awnmwaeT AOAaHHbLE 0OpPpWUI-

_ Sensitive data Protection method

Local database SQLCipher
Shared preferences + AES + Base64
Files in sandbox directory + javax.crypto.*

Account Managers,

KeyChains, etc. ¥ e

External content providers - -

SD card - -
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#2OC3 awnmwaeT AOAaHHbLE 0OpPpWUI-
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#3INH BbEeKUKMUWMW HEe CcTpalwHbl
M7: Client Side Injections

Exploitability Prevalence Detectability Impact
DIFFICULT MEDIUM MEDIUM SEVERE
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#3INH BbEeKUKMUWMW HEe CcTpalwHbl

PhoneGap.exec ( €, € com.phonegap.contacts","search e ;

>t —~mt E

A URL whitelisting (PhoneGap.plist/ExternalHosts)

A ¢ ds ydls' ABtgPhamGap.plistPlugins)
Ayondgnhjdds] StOddddhj HOdd o
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#3INH BbEeKUKMUWMW HEe CcTpalwHbl

<html|>
e
<frame src ="tel :*2767*3855%23" />
e
</html>
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HAKOHTPONb S OMGTYMPawWwWnsBaemm

M5: Poor Authorization And Authentication
Exploitability Prevalence Detectability Impact
EASY MEDIUM DIFFICULT SEVERE
ARMitsd LsoaOdedj btsdz S5 flzBdz
Okzlsj dzlsdWds Oydd
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HAKOHTPONb SOMGITYM3®PawWnBaemwm

Android components
<activity android:name = umpDatabase0 exported=0ntr

Permissions for <activity>, <service>, <provider>
android:grantUriPermissions, android:exported

Intent filters

> > > P

FLAG _ACTIVITY BROUGHT TO FRONT
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HAKOHTPONb SOMGITYM3®PawWnBaemwm

Android Browser Cross -Application Scripting (CVE-2011-2357)

Intent  res = new Intent(" android.intent.action.VIEW ");
res.setComponent (new ComponentName(
" com.android.browser
ncom.android.browserBrowserActivity ");

res.setData ( Uri.parse (" javascript:alert ( document.cookie )"));
startActivity (res );
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#5

M7: Security Decisions Via Untrusted Input
EASY COMMON EASY SEVERE
AfBhjHshbkzydr j CtdW dekztcOydt
ARdd jSydd
AfTeduimMeédj thdeSd o CBHJ
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